FF OLLVM : Portingto LLVM 10

BEFESSHRFRALREE (PLCT) ZHE
2019/11/23




- - Dakim e taa]| L
ISCAS tBnxrurnnn 0 BEERHEHIDL

e demy of Sciences telligent Software Re:

HR

| OLLVM 7748
| BiEEERHRE

| T— L



Coae PERERRET|EM co SEEIR P
!Jms Institute of Software Chinese Academy of Sciences %"Eezmiéflﬂfe jiz-l‘m:x:lilenlt:r

* OLLVM (Obfuscator-LLVM ) ZEImTtrAItNAREAFEZELIET 2010 &£
6 Bin &t — 1IN B

B B RERA ARG R, M EmTIZEE, REESHNERGZ24
BAaf, OLLVM 1X3z#5% LLVM-4.0.1 hikas (2017.6.30)
github itk
- lib\Transforms\Obfuscation
OLLVM BV RBIREEEE X HIEIRT IR Bi#H1T, BEIRE Pass KEE IR
Substitution
SplitBasicBlock
Flattening

BogusControlFlow
StringObfuscation( FIETE ,


https://github.com/obfuscator-llvm/obfuscator
https://github.com/GoSSIP-SJTU/Armariris
https://github.com/GoSSIP-SJTU/Armariris
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Operator Equivalent Instruction Sequence
a = b + c a =Db — (—-c)
a = —(=b+ (-c))
a =Db+r; a+=c¢c; a —=r
a=>b - r; a+=c¢c; a +=r
a=Db - c a=Db + (-c)
a=b+r;a—=c;a—=r
a =b - r; a-—-=+c¢, a t=r
= b & cC a = (b” !lc) & Db
= Db | c a = (b&c) | (b" ¢)
= b ° c | a= (lb&c) | (b&!c)
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entry:
%m.addr = alloca i32, align 4

entry: br label %entry.split
%m.addr = alloca i32, align 4
%n.addr = alloca i32, align 4 entry.split: ; preds = %entry
store 132 %m, i32* %m.addr, align 4 %n.addr = alloca i32, align 4
store i32 %n, i32* %n.addr, align 4 store i32 %m, i32* %m.addr, align 4
%0 = load i32, i32* %m.addr, align 4 br label %oentry.split.split

(o) -1 1 (0]
tﬁﬁ;n&)crlrfp;n rIjasglIf?/fccf)nczj,.g'ue label entry.split.split: ;> preds = %eentry.split
o ’ ’ store i32 %n, i32* %n.addr, align 4
/ocond false %0 = load 32, i32* %m.addr, align 4
%cmp = icmp eq i32 %0, 0
br i1 %cmp, label %cond.true, label %cond.false
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N

e

EI:

entry:
Yoretval = alloca 132, align 4
Joarge.addr = alloca 132, align 4

#i nCI u de <Std I i b ) h > Foargy.addr = alloca i8%*, align 8
%a = alloca i32, align 4
I Tald * % store i32 0, i32* %retval
I nt mal n(lnt argC’ Char argv) { store 132 %arge, i32% Gearge.addr, align 4
. —_ . . store 18%* Jpargv, 18%** Jargv.addr, align 8
Int a = atoi (argV[1 ]), %0 = load i8%** Gargv.addr, align 8
. Yoarrayidx = getelementptr inbounds 18%* %0, 164 |
|f(a == O) %1 = load i8** %arrayidx, align 8
Gocall = call i32 @atoi(i8* %1)
- store 132 %call, i32% %a, align 4
retu rn 1 I %2 = load i32* %a, align 4
Tocmp = icmp eq 132 %2,0
else bril %cmp, label %if then, label %if.clse
return 10; j 1
return O;
if.then: if.else:
} store i32 1,132* %retval store 132 10, i32* %oretval
br label %return br label %return
return:
%3 = load 132* %retval
reti32 %3

CFG for 'main' function



int main(int argc, char* argv) {

int a = atoi(argv[1]);
intb=0;
entry:
9o reg2mem = alloca 132 Wh | Ie(1 ) {
Jeretval = alloca 132, align 4 ]
Joarge.addr = alloca 132, align 4 SW'tCh (b) {
Yoargv.addr = alloca i8**, align 8
%a = alloca 32, align 4 case O:
store 132 0,132* %retval .
store 132 %arge, 132* %arge.addr, align 4 |f(a == O) b = 1 ,
store 18%* %argv, i8%** Gargv.addr, align 8
%0 = load i8*#* %argv.addr, align 8 else b = 2;
Yoarrayidx = getelementptr inbounds i8%* %0, 164 |
%1 = load i8** %arrayidx. align 8 break;
Tocall = call 132 @atoi(i8* %1)
store 132 %call, 132* %a, align 4 case 1
%2 = load i32% %a, align 4
store 132 %2, i32*% %.reg2mem retu n 1 ;
JeswitchVar = alloca i32
store 132 0, i32* YoswitchVar case 2
br label %loopEntry

return 10;
loopEntry: defau It

JoswitchVarl = load i32* %switchVar .
switch 132 %switchVarl, label %switchDefault [ b rea k’
i32 0, label %first }
i32 1, label %if.then

i32 2, label %if else }
i32 3, label %return

| return O;

first:

% reload = load volatile 132% % reg2mem if then: if.else: |
switchDefault: Yecmp = icmp eq i32 % .reload, 0 store i32 1, i32% %retval store 132 10, i32% %retval r;;zn_a.]‘)a 4132* %retval
br label %loopEnd %3 = select 1] %cmp,i32 1,132 2 store 132 3, 132% YswitchVar store 132 3, 132* %switchVar s

store i32 %3, 132* GswitchVar br label %loopEnd br label %loopEnd meat it

br label %loopEnd

loopEnd:
br label %loopEntry

CFG for 'main' function
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entry:

%retval = alloca 132, align 4

Foarge.addr = alloca 132, align 4
Yoargy.addr = alloca 18%*  align 8

%a = alloca 132, align 4

store 132 0, i32* %retval

store 132 %arge, 132* Y%arge.addr, align 4
store 18%* Ypargv, 18*** %argv.addr, align 8
%0 = load 18*** %argv.addr, align 8
Yearrayidx = getelementptr inbounds i8%* %0, 164 1
%1 = load 18** %arrayidx, align 8

Yecall = call 132 @atoi(i8* %1)

store 132 %call, 132* %a, align 4

%2 = load 132* %a, align 4

Yemp = icmp eq 132 %2,0

br il %cmp, label %if.then, label %if else

T F
if.then: if.else:
store i32 1, 132* %retval store 132 10, i32* %retval
br label %return br label %return
return:
%3 = load 132* %retval
ret 132 %3

CFG for 'main' function



Tz

[ S5 1 — load 132+ @0 x
hez= s load 1327 &y
3 = sub i32 951, 1
Tt mul i32 %1, 93
FeS urerm i32 94, 2
o6 = lcmp eq 132 955, 0O
hec=r icmp slt 132 S22, 10
GoB = or il Ye6. FT
bril 08, label 9, label

G333

& o] | e

:

T

o 10 = alloca 132, align <

Fol1ll1l = alloca i32 ., align <

Fol2 = alloca i8%* align 8

o l3 = alloca 132, align <

store 132 0, i32% 9510

StOore

StOore

Gold = load i8%** 9512, align 8

1S

TGl = load iB8%% 9515, align 8

GelT = call i32 Eartoifil* 95 16)

store

Fol8 = load i32% 9513, align <4
e 1D 1 TrL 132 918, 0O

e 20 = load 132%F & x

9221 = load i32% @ v

22 = sub 132 9520, 1

9623 = mul 132 F%20, F%B22

o244 = urem i32 23 2

2S5 = icmpr eq i32 924 0

926 = icmp slt 132 @521, 10

927 —oril Y25, YGB26

b il 27 . label 928, label 9533

i32 Yoargc., 132 9511, align <
i8%%* Sohargw, iB¥+% 912 align 8

= getelementpir inbournds 183%% 95 14 164 1

iI32 017,132 95135, align <

s | 1S

&

X *(X-1) %2 ==0y < 10

o33

T34 = alloca 132, align <
To35 = alloca 132, align <
T 3O alloca i8+*%*_ align 8
Fo3T = alloca 132 align <4

Fe28:

store 132 0. 132% 9534

store 132 Joargc, i32% 9535, align <4

br il 9619, label %29, label 9630 store iB¥** Shargwv. iB¥+¥* 9536, align 8
Fo38 = load i8%*%* 936, align 8
e I L3 e 39 = getelementipir inbounds 18% % 9538, 104 1
FoD = load 18%* 9539, align 8
God41l = call i32 Eatoii8F Fo40)
Store i32 94l | i32% 937 align <4
Fod2 = load 132 9537, align <1
TS icmp eq 132 Y9ea42, 0
b label oo
T2 Fe30:

store i32 1, i32% S 10
br label 2631

srore i32 10, i32% 9510

el

Fo3I2 = load i32% 9% 10
ret i32 32

br label 2631

Fe31:

e e
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- HEnE. Bk
@.str.1 = private global [12 x i8] ¢c"49003|+3.08\\"

@llvm.global_ctors = appending global [1 x {132, void ()*, i8 }] [{ 132, void ()*, i8* } { i32 65535, void ()*
@.datadiv_decode951670217262865374, i8* null }]

define void @.datadiv_decode951670217262865374() {
entry:

%cmp =icmp eqi32 12,0

br i1 %cmp, label %for.end, label %for.body

for.body: ; preds = %for.body, %entry
for.end: ; preds = %for.body, %entry
ret void

}
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- BasicBlock::getTerminator: Instruction -> Terminatorinst

- Module:: getOrinsertFunction: Constant * -> FunctionCallee

Constant* ¢ = mod->getOrInsertFunction(".datadiv decode" + random str, FuncTy);
Function* fdecode = cast<Function>(c);

getOrInsertFunction(".datadiv decode" + random str, FuncTy);
Function* fdecode = mod->getFunction(".datadiv decode" + random str);
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* @llvm.global_ctors IR T

“The 2-field form of global variables @llvm.global_ctors and
@llvm.global_dtors has been deleted. The third field of their element type
is now mandatory. Specify i8* null to migrate from the obsoleted 2-field
form.”

https://github.com/llvm/llvm-project/blob/release/9.x/llvm/docs/ReleaseNotes.rst
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- Flattening Pass 1T ZBIH Z2 R ZIHY switch S5 55 R Ak
if 254 ( LowerSwitch )

FunctionPass *lower = createLowerSwitchPass();
lower->runOnFunction(*f);

llvm/include/llvm/PassAnalysisSupport.h:221: AnalysisType&
llvm::Pass::getAnalysis() const [with AnalysisType =
llvm::LazyValuelnfoWrapperPass]: Assertion "Resolver && "Pass has not
been inserted into a PassManager object!™ failed.
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void getAnalysisUsage(AnalysisUsage &AU) const override

{
AU.addRequiredID(LowerSwitchlID);

FunctionPass: :getAnalysisUsage(AU);
}

B create*pass + runOnfunction 13
s ERM pass

INITIALIZE PASS BEGIN(Flattening, "flattening", "Call graph flattening", false, false)
INITIALIZE PASS DEPENDENCY (LowerSwitch)
INITIALIZE PASS END(Flattening, "flattening", "Call graph flattening", false, false)

Flattening() : FunctionPass(ID) {
initializeFlatteningPass(*PassRegistry::getPassRegistry());
}
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» I35 ER (Code Tamper-Proofing )
- SaEslim TR AIEA check() 105 ﬁﬂ**&'li (FEAIEEN—

USSR HE CRCE) , AISEMEIMEHIRAIZE

* I/ H (Procedures Merging )

- RRIFRITARIE RS HA— TG —RIRIEX
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